
Heedless of the warnings against delving too deeply into the 
darkest parts of the web, our experts sought out this year’s scariest 

malware. After scouring the records, they’ve successfully 
summoned the 6 most fearsome infections of 2021. 
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(dis)Honorable Mentions

Hello Kitty

Shutdown malware 

Lemonduck

Uniquely attacks VMWare ESXI using 
exploits and group responsible for 

breach on CD Projekt RED

It’s time to sharpen your stakes, polish your 
pitchforks and learn how to keep safe from 
monstrous malware. With attackers becoming 
more sophisticated every year, it’s important 
to have a multi-layered protection strategy.

DarkSide
Ransomware as a service 

(RaaS) group responsible for 
colonial pipeline attack

REvil

Here are this year’s
wicked winners

Emotet Ragnarok

REST 
IN 

PIECES

Dridex

Conti

Trickbot

 Persisting botnet with cryptomining 
payload and more

 Infects via emails, brute force, exploits
 Removes competing malware, 

ensuring they’re the only infection

 Oldest and wisest Banking and 
info-stealing Trojan and backdoor 

 Disables protections, spreads 
laterally and eventually leads to 
ransomware like Conti

 Extremely resilient, surviving 
numerous attacks over the years

 Longstanding ransomware group 
also known as Ryuk and likely linked 
to LockFile Ransomware. 

 TrickBot’s favorite ransomware
 Will leak or auction off your data 

if you don’t pay the ransom

 The Nastiest Ransomware of 2021 
that made headlines with supply 
chain attacks

 Many attempts to shutdown the REvil 
group have thus far failed 

 Their Ransomware as a Service 
(RaaS) platform succesfully partners 
with other criminals

 Banking and info-stealing Trojan 
and runs its own malspam botnet 
after Emotet death

 Spreads laterally and listens for 
domain credentials

 Eventually leads to ransomware like 
Grief/BitPaymer/DoppelPaymer
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Cobalt Strike
 White hat designed pen testing tool, 

that’s been corrupted and used for evil
 Very powerful features like process 

injection, privilege escalation, and 
credential harvesting

 The customizability and scalability are 
just too GOOD not to be abused by 
BAD actors

Individual Users  
Develop a healthy dose of suspicion toward messages. 
 Treat your emails like the same way you’d treat a graveyard in a 

horror movie. Don’t click on links or attachments in emails. Be 
suspicious of any emails, texts, phone calls or social media 
messages that ask for personal info.

Protect your devices with antivirus and a VPN. 
• Be sure to secure not just computers, but smartphones and 

tablets, too. And when you ditch an old device, be sure to 
wipe it first. 

Keep your antivirus software and other apps up to date. 
• Hackers use outdated software and operating systems to get 

malware onto your system and steal from you. Install updates. 

Use a secure cloud backup. 
• We recommend using both an online backup that stores your 

data in an encrypted format and a physical backup drive that you 
unplug when not in use. 

Create strong, unique passwords (and don’t share them). 
• Length = Strength. Use passphrases to increase the characters 

of passwords and defend against brute force

• You can use a password manager to help you create and store 
good passwords. That way, you don’t have to remember them all 
or write them down. 

If a file you downloaded asks you to enable macros, 
DON’T DO IT. 
• This is a strong telltale sign that the file is infected with 

malicious code. Even though macros have legitimate uses, 
they are extremely rare in a normal home user context.

from our 
     experts 

Tips Tips 
Lock down Remote Desktop Protocols (RDP). 
 Use RDP solutions that encrypt data and use multi-factor 

authentication. This needed increase in security protects 
against vulnerabilities when remoting into other machines. 

Educate end users. 
• Preventing attacks starts with stronger awareness among 

end users. Running regular cybersecurity awareness trainings 
and phishing simulations keeps data safe and secure. Also, 
make sure employees know when and how to report a 
suspicious message. 

Install reputable cybersecurity software. 
• Choose a solution that uses real-time, global threat 

intelligence and machine learning to stop threats. Look for 
protection with multi-layered shielding to detect and prevent 
attacks at numerous different attack stages. 

Set up a strong backup and disaster recovery plan. 
• With hybrid work with us for the long haul, businesses can’t 

afford to go without a strong backup. Test backups regularly 
and set alerts so admins can easily see if something’s amiss.

Business 


